Abstract-This paper discusses the implementation of IPv6 address generation/ assignment mechanism proposed in [1] in Dibbler DHCPv6. In the mechanism, each user is assigned with random address which uniquely allocated for his/her exclusive use. It is shown that it can be incorporated into existing Dibbler software and tested under various network topologies. The proposed mechanism will enhance user privacy by dynamic address assignment and yet does not compromise network visibility since users can be traced individually regardless of dynamically changing IPv6.
INTRODUCTION
Internet Protocol version six (IPv6) is the successor of the current Internet Protocol version four (IPv4) protocol stack that is expected to be soon depleted due to exponentially expanding size of the Internet. IPv6 has virtually unlimited address space which provide enough IP address for the foreseeable future. The maturity of wireless communication technology such as 802.11a/b/g/n, 802.16d/e, and B3G, is considered as the main factor that pushes the growth [2] of wireless Internet. This fact can also be seen from the ever increasing number of enterprises introducing 802.11a/b/g/n based WLAN to leverage their employees' productivity.
The introduction of Wireless Local Area Network (WLAN) in enterprise environment while believed to enhance productivity will also shift the landscape of network security issues and adversely impact the IT spending due to increasing bandwidth utilization contributed by wireless users. Therefore, maintaining network visibility in WLAN environment is unarguably important for enterprise to remain competitive by rationalizing the IT spending. Network visibility addresses the followings: i) identification of application in the network, ii) identification of top talkers in the network, iii) investigation of threshold exception, iv) validation of QoS implementation and v) understanding bandwidth utilization and growth [3] .
Typically, Dynamic Host Configuration Protocol (DHCP) is used to manage IP addresses which are assigned to users as they move nomadically within the enterprise network. Thus, constantly changing IP addresses bring about inadvertent effect to the network visibility. In [1] we have proposed a novel mechanism to embed user-unique identity into the IPv6 addresses assigned to users. Hence, the system will be able to trace users' online behavior anonymously regardless of the changing IPv6 addresses. The virtually unlimited address space is exploited to protect end user privacy while maintaining network visibility of enterprise WLAN towards enhanced security.
IPv6 addresses are formed by combining network prefixes and interface identifier (interface ID) [4] . This paper discusses the implementation of the proposed address assignment mechanism onto existing DHCPv6 implementation [5] . In our implementation we chose Dibbler [6] since it is available under GNU GPL license and supported by active user community. It is shown that it is possible to incorporate the modification into the existing DHCPv6 implementation easily.
The contents of this paper are as follows: Related work which also contains previous result in Section II; Result and discussion; finally conclusion and future works.
II. RELATED WORK

A. Address Generation Mechanism
IPv6 protocols support different mechanisms for assigning IP address to nodes to support its deployment in various environments such as sensor networks, enterprise networks and the Internet [4] . There is IPv6 stateless autoconfiguration address mechanism which allows a host to generate its own address using a combination of locally available information and information advertised by routers. In stateless autoconfiguration, IPv6 address can be derived from link layer MAC address [7] or other mechanism such as Cryptographically Generated Address (CGA) [8] and its extension, Multi-key CGA (MCGA) [9] .
CGA was originally defined for resolving security issues in Neighbor Discovery Protocol. It generated the interface ID by using one way hash function with users's public key and auxiliary parameters as input. Further enhancement was done to support Multiple Hash CGA [10] .
B. User ID embedded IPv6 Address
IPv6 address configuration mechanisms previously described, do not facilitate IPv6 address owner identification in real time which is of interest for enterprise wireless network administrator for network visibility reason. In this scheme, 64-bit interface ID portion of IPv6 address is embedded with user ID such that it can be exclusively mapped to each individual user in real time. The mechanism takes advantage of the huge size of IPv6 address. In this implementation, each user is assigned an 18-bit User Id that will be embedded into the generated 64 bit pseudorandom number generator to form interface ID. Checksums also are embedded into interface ID to reduce the probability of coincidental match of randomly generated interface ID [1] . 
C. Network Visibility
Small organizations need to invest in network management technologies to measure bandwidth consumption per location; it can be used to make decisions about prioritizing network traffic and future bandwidth upgrade. This allows organizations to improve network performance while optimizing the cost of bandwidth services and networking equipment [11] .
In addition, the enterprise organizations need to protect their internal networks. They can use Deep Packet Inspection (DPI) which able to see a packet flow includes header, data protocol structures and payload message. DPI can be used to implement certain policies such as unfair use of bandwidth and illegal material in enterprise organizations. Policies can be defined that allow/disallows to or from certain IP address, certain protocol, or certain application/ behavior. Meanwhile, to control network traffic and access management policies based on the identity and attributed to the user, enterprise organization can use identity aware networking [12] . The identity aware network enables enterprises to make applications and data invisible to unauthorized user.
D. DHCPv6
As complementary of stateless autoconfiguration there is stateful mode which is widely used in managed network as enterprise and campus networks. Dynamic Host Configuration Protocol (DHCP) is a stateful client/ server protocol that provides managed configuration of devices. Addresses and other configuration information are "leased" from servers to clients for periodic of time. The structure for DHCPv6 messages is much simpler (Figure 3 ) than for DHCP for IPv4, which had its origins in BOOTP to support diskless workstations. DHCPv6 is developed from the DHCPv4 which more powerful and the security of the application of DHPv6 has been improved [13] .
1) DHCPv6 Format
DHCPv6 message format is as follows: all DHCP messages sent between clients and servers share the same fixed format header. Other configuration parameters are included in options area which has variable length [5] . This message option has been used to handle IPv6 address allocation. 
2) Multicast Adresses
DHCPv6 messages transported over UDP protocol. Clients listen on UDP port 546, servers and relay agents listen on UDP port 547.
All_DHCP_Relay_Agents_and_Servers multicast address (FF02::1:2): DHCP client uses a link-scoped multicast address as destination address to communicate with on-link relay agents and servers. All relay agents and servers have to join this multicast group. All_DHCP_Servers (FF05::1:3) has site-scoped multicast address used by a relay agent to communicate with severs, either because of the relay agent wants to send message to all servers or because it does not know the unicast addresses of the servers. All DHCPv6 servers within the site are members of this multicast group [5] .
3) DHCP Unique Identifier (DUID)
Each DHCP client and server has an Identifier (DUID). DHCP client use DUIDs to identify a server in messages where a sever needs to be identified. DHCP servers use DUIDs to identify clients for the selection of configuration parameters and in the association of IAs with clients. A DUID consists of two-octet type code represented in network byte order, followed by a variable number of octets that make up the actual identifier [5] . ------------------+------------+------------------- Figure 4 shows the format of a DUID-LLT.
4) Identity Association
An Identity Association (IA) is a construct through which a server and a client can identify, group, and manage a set of related IPv6 addresses. The primary goal of IAs is to define multiple identities within a single client, each of which is associated with a different IPv6 address [13] . Each IA which associated with exactly one interface consists of an IAID (chosen by DHCPv6 client) and associated configuration [5] .
The configuration information in an IA structure consists of one or more IPv6 addresses along with the times T1 (renewal time) and T2 (rebind time) for the IA. A client must associate at least one distinct IA with each of its network interfaces for which it requests the assignment of IPv6 addresses from a DHCP server [5] . 
a) Identity Association for non-temporary Addresses (IA_NA).
Addresses in an IA_NA are expected to be used as long as the client wants to renew these addresses as necessary.
b) Identity Association for Temporary Addresses (IA_TA).
An IA_TA for temporary adddresses, does not have the T1 and T2 parameters and is not expected to be renewed. [14] . An IA_PD defines a set of IPv6 prefixes to be allocated from a delegating router to a requesting router for prefix delegation. It has T1 and T2 parameters.
c) Identity Association for Prefix Delegation (IA_PD)
5) Message Exchange
To request the assignment IP address or prefix from DHCP server, a client first locates a DHCP server and then requests the assignment of IP address and other configuration parameter from a DHCP server [14] .
A client starts DHCPv6 exchanges for address allocation with a Solicit message specifying an IA_TA or IA_NA for which the client wants to configure addresses. Servers receiving the Solicit message consult their local configurations, determine whether they can allocate addresses for the IA, and return Advertise messages containing their offers. When a server prepares the Advertise message, it attempts to send the same options that it will be send to the client in its Reply message if the client chooses this server. This allows the client to compare the options and addresses advertised by different DHCP servers and choose the set of options and addresses that fit its particular needs. In practice, the contents of the Advertise message may not matter much; the client may simply choose the server that sends the first Advertise message as long as the server has the same preference [13] . When the client is shutting down, it will release the address. 
E. Dibbler DHCPv6
Currently there are DHCPv6 software as shown in Table 1 . One of them is Dibber; it is free DHCPv6 software packages which act as both client and server. It supports stateless and stateful which addresses (and other parameters) are assigned to a client. Dibbler can be installed under Linux 2.4/ 2.6 and Windows platform [6] .
Since Dibbler is an open source, rich options [6, 19] and easy in terms of package installation and configuration, therefore we are implementing our propose mechanism to be embedded in Dibbler.
Dibbler architecture for Server, Client, and Relay has four major groups: Address Manager (AddrMgr), Interface Manager (IfaceMgr), Configuration Manager (CfgMgr), and Transmission Manager (TransMgr) [20] .
III. RESULT AND DISCUSSION
We are using waterfall model to develop our proposed system. The methodology is as follows:
A. System Analysis and Design
System design as Unified Modeling Language (UML) class diagram is as Figure 7 . There are some modifications in TSrvOptIA_NA and TStationRange class that our new mechanism which be embedded as optional features. (Figure 8 ).
. 
B. System Implementation
Dibbler DHCPv6 source code is written in C/ C++, we implemented Dibbler server in Ubuntu Intrepid environment using Gnome C Compiler (gcc), and we implemented clients both in Windows and Linux operating system. As system design, there are some source modifications. Figure 9 is function getHostId() pseudo code in TStationRange class. It will generate random within specific range defined in server.conf (Fig. 11 ) then it will be embedded with Id (DUID) to form new address [1] . 
C. System Testing
To test our systems, we constructed testbed to emulate different network topology as Figure 10 : Figure 10 . Network Topology [21] DHCPv6 server and client default configuration is as follows: Figure 11 . server.conf & client.conf [22] Figure 12 shows the debug result in the console. It shows that firstly client send Solicit message to server, the server will read DUID client. Based on client-duid.xml, the server will generate dynamic address and will send Advertise message to client. Finally client will get new address after getting Request message from server. We tested this several times on the same client; it successfully obtained different address per request. 
IV. CONCLUSION
In this paper, we have discussed the implementation of novel IPv6 address assignment scheme into Dibbler DHCPv6. It was shown that the novel IPv6 address assignment scheme can be well integrated into Dibbler DHCPv6 implementation. The novel scheme assigns IPv6 address uniquely to each user in which user ID is embedded so that users' privacy can be preserved via periodically changing the IPv6 address and will facilitate anonymously tracking of users' online behavior, hence maintaining network visibility even if users move across network segments. However, the network monitoring software that utilize this feature is yet to be developed to achieve the network visibility.
